
Annual 47 C,F.R. $ 64.2009(el CPNI Certification

EB Docket 06-36
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1. Date filed: February 15,2A19

2. Name of company(s) covered by this certification: DialToneServices, L.P.

3. Form 499 Filer lD: 825438

4. Name of signatory: \Mlliam J. Dorran

5. Title of signatory: President

6. Certification:

l, William J. Dorran certify that I am an officer of the company named above, and acting as an agent
of the company, that I have personal knowledge that the company has established operating procedures that
are adequate to ensure compliance with the Commission's CPNI rules. See 47 C.F.R. S 64.2001 ef seg.

Attached to this certification is an accompanying statement explaining how the company's procedures
ensure that the company is in compliance with the requirements (including those mandating the adoption of
CPNI procedures, training, recordkeeping, and supervisory review) set forth in section 64.2AU ef seg- of the
Commission's rules.

The company has not taken actions (r.e-, proceedings instituted or petitions filed by a company at
either state commissions, the court system, or at the Commission against data brokers) against data brokers
in the past year.

The company has not received customer complaints in the past year concerning the unauthorized
release of CPNI

The company represents and warrants that the above certification is eonsistent with 47. C.F.R. S 1.17
which requires truthful and accurate statements to the Commission. The company also acknowledges that
false statements and misrepresentations to the Commission are punishable under Title 18 of the U.S. Code
and may s

Signed

Attachments: Accompanying Statement explaining CPNI procedures
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Ammmatr 4? C,F.R $ 64"2&tl9{p} CPNI Certifleafion
SB Docket 06-36

AeeqmmamvimE Staterrlpnt

DialTsneSerices, L.p" (*DTS") understamds the importance of protecting CpNn, and the

coffirparly"s day-to-day opsrations tlave atrways been structured to be consistent with Section

222{efif} ofthe Act and the FCC's CFNI des:

4? C"F.R" $$ 5,1"2CICI5-2$CI9 - Marketimg: DTS h*s never and does not use its
custo!:$el-s' CFNI for marketing prryposes, and it does not disclose or perrnit access to
any ofirer third parties for fimrketing or any other purpose. Theref,ore, DTS has not
sought and does not seeX< eustsxners' approval [o do so. Ac*ordingly, DTS does mot

provide notiees in conneetion wittr requesting sucli custorner approval ($ 64.2008),
and has no procedural systern for establishing the status of a customer"s CPNI
approval ($ 54.2009{a}}. traiming prCIgralm (!} 64"2S09(b)), systerui of record-keepirag
($ 64-2CIS9{e)), or supervisory revie:x process {{$ 64"2009(d)) in csnnectiori wi{h
doing so"

4? C"F"R $ zCII0(a) - Safeguardimg CPNI; DTS safeguards its custorners' CFNX

amd prevents umautleorized attermpts to obtaifi access to such data hy not disclosing
any CFNI durirag eustcrmer-initiated pkrone calls and hy not mahirg CPNI available
through onlime account aceess or retail storss" DTS provides custorners with call
detail infomaatiom, usage daia, and the like only via (i) ptrone bills r,tailed to
oustoaners' address ofreeord, or (ii) teiephone calls to eustorners at their telephome

raunebers of reeond" DTS CPNX resides on eornputer hardware that is located at DTS"
third party caXtr center buitrding which is a "closed data shop" meaning that the only
ptrlysical acfess to the CFNI is protected by adeqr.late security systerfls and procedures

to en$re tleat unairthorized persons cannot gain access.

4? C.F'"R" $ 2CI10(b) - Telephomr A*cess to CFNI: DTS does nat employ e sys{er$
of,password authentication" Xnstead, in the context of custorner-initiated calls, the
Eustorcxer service repres*ntatives {'"CSRs"} in the call center operated on trrctraif e,f

DTS do not discnose eustorners' caitr detail information or other CFNI under any
cireumrstamqes. TIrc CSRs have flo aceess to DTS sustornErs' cail detail information
on a rean-tirne basis. The CSRs do trrave access to custorners' phcne bills reflec{ing
usage data amd eall reeords fi"om prior bitrtring periods, as well as tlie spscific scrvice
pXalls to which sustomxers subseribe. How*ver, CSRs are not perrnified to discuss
srneh iref,orrnatioar with a custorner except if the customer initiates discussion of
specifie iterns on the bilX without the CSR's assistance and raises questions about
suetrr infomnaiion. Any other requests relating to CPNI are relayed to DTS ernployees
for call-baek to the customer at the custorner's telephone number of record-

4?.C,F"II" $ 2$n0(c) - Omline Ac,e.ess to CFNI: DTS does not provide onnine
aecowrt aeeess"



4? C.F.R $ 2010td) -In-store Actess to CPNI: DTS does not operatetetail stores'

Fersomrcl at retaiX slores that act as salss agents for DTS services do not have accgss

to CPNI.

4? C"f.R. $ 2{f10(e} and {f,}: Due to the manner in which DTS oprates, DTS dce$
$ot rieed to uss a systsrn of,password authentication to safeguard customers' CPNI,
and accordiregly does not trave procedures for back-up custorner authenticatior
rnethods for lost or forgotten passwords or f,or eustomer notiflcation upon pas$word
changes.

47 C"F R. $ 201I - D[otifieation of CPNI Security Breaches: DTS has never had a
ooneplaint about CFNI or CPNI disclosure" The cornpany believes that it has never
had an instanee of,breactr of CFNI and that there has usver bsen a pretexting atternpt
to obtain the CFNI or DTS' custorners" Of eourse, if such a breach were to occur,
DTS would notify law snforcefilent authorities and customers pursuant to the FCC's
rules-


